
Cybersecurity is critical to all businesses, especially small businesses. The following are
cybersecurity resources and contacts for small businesses. Make sure you also read through
our cybersecurity guides:

Cybersecurity Basics for Small Business

Cyber Attacks & Defenses for Small Business

Cybersecurity Plans & Implementation for Small Business

Cybersecurity & Government Contracting

https://www.sbdcnet.org/small-business-cybersecurity/cybersecurity-basics-small-business
https://www.sbdcnet.org/small-business-cybersecurity/cyber-attacks-threats-defenses-small-business
https://www.sbdcnet.org/small-business-cybersecurity/cybersecurity-implementation-plans-small-business
https://www.sbdcnet.org/small-business-cybersecurity/cybersecurity-government-contracting


Small Business Development Center (SBDC) Advising

Find Your Local SBDC for free professional business advice and no- or low-cost training. View
the cybersecurity offerings from these SBDCs:

Colorado, Connecticut, Delaware, Florida, Georgia, Idaho, Iowa, Kentucky, Louisiana, Maine,
 Maryland, Michigan – Small Business Big Threat, Mississippi, New Hampshire, New Mexico,
New York, North Carolina, Oregon,  Pennsylvania, Puerto Rico, South Carolina, Vermont,
Virginia, Virgin Islands, Washington, West Virginia

https://www.sbdcnet.org/find-your-local-sbdc-office
https://www.coloradosbdc.org/resources/entrepreneurs/techsource/
https://www.cbia.com/resources/small-business/cybersecurity/small-business-cybersecurity-workbook/
https://delawaresbdc.org/special-programs/data-assured/
http://floridasbdc.org/services/business-continuation/cybersecurity/
https://www.georgiasbdc.org/preparedness/technology-preparedness/cyber/
http://idahosbdc.org/specialized-services/cyber-security/
https://iowasbdc.org/cybersecurity/
https://www.ksbdc.org/cyber-security-tool-kit
https://www.louisianasbdc.org/resources/cyber-security
https://www.mainesbdc.org/what-you-need-to-know-about-cybersecurity/
https://www.marylandsbdc.org/consulting/technology-commercialization
https://smallbusinessbigthreat.com/
https://mississippisbdc.org/services/cybersecurity/
https://www.nhsbdc.org/cybersecurity
https://www.nmsbdc.org/our-services/cyber-security/
http://www.nyssbdc.org/resources/cybersecurity.html
https://sbtdc.org/programs/gcap/cybersecurity/
https://oregonsbdc.org/cybersecurity/
http://www.pasbdc.org/resources/special-focus/cybersecurity
https://prsbtdc.org/index.php/servicios/
https://www.scsbdc.com/cyber
https://www.vtsbdc.org/cyber-security/
https://www.virginiasbdc.org/programs/cybersecurity/
https://visbdc.org/cyber-security/
http://wsbdc.org/protect-your-business/cybersecurity/
https://wvsbdc.com/services/cybersecurity/


Cybercrime Reporting

In addition to local law enforcement, contact these agencies in the event of a cyberattack:

Federal Bureau of Investigation (FBI), Federal Trade Commission (FTC), Internet Crime
Complaint Center (IC3), CISA – Incident Reporting System, DOJ – Reporting Computer,
Internet-Related, or Intellectual Property Crime

https://www.fbi.gov/contact-us
https://reportfraud.ftc.gov/#/
https://www.ic3.gov/Home/ComplaintChoice
https://www.ic3.gov/Home/ComplaintChoice
https://us-cert.cisa.gov/forms/report
https://www.justice.gov/criminal-ccips/reporting-computer-internet-related-or-intellectual-property-crime
https://www.justice.gov/criminal-ccips/reporting-computer-internet-related-or-intellectual-property-crime


Federal Agencies

Visit these major agencies for more on cybersecurity regulations:

Department of Homeland Security (DHS), Federal Trade Commission (FTC), National Institute
of Standards and Technology (NIST)

https://www.dhs.gov/topic/cybersecurity
https://www.ftc.gov/tips-advice/business-center/privacy-and-security
https://www.nist.gov/topics/cybersecurity
https://www.nist.gov/topics/cybersecurity


Additional Cybersecurity Resources

Visit these resources for general information on cybersecurity for small businesses:

DoD – Cybersecurity for Small Businesses, SBA – Stay safe from cybersecurity threats, NIST –
Cybersecurity Events and Workshops, CIST – Small Business Resources, FTC Start with
Security

https://business.defense.gov/Small-Businesses/Cybersecurity/
https://www.sba.gov/business-guide/manage-your-business/stay-safe-cybersecurity-threats
https://www.nist.gov/cybersecurity-insights-categories/events-and-workshops
https://www.nist.gov/cybersecurity-insights-categories/events-and-workshops
https://www.cisa.gov/publication/stopthinkconnect-small-business-resources
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf


More on Cybersecurity for Small Businesses

Please see the following link for SBDCNet’s full collection of cybersecurity resources:

Cybersecurity for Small Businesses

Additional Small Business Resources

Already in business or thinking about starting your own small business? Check out our
various small business resources:

View more business reports here: Small Business Snapshots
View industry-specific research here: Market Research Links
View small business help topics here: Small Business Information Center
View business plans samples here: Sample Business Plans

https://www.sbdcnet.org/category/small-business-cybersecurity
https://www.sbdcnet.org/category/small-business-research-reports
https://www.sbdcnet.org/category/industry-links
https://www.sbdcnet.org/category/small-business-information-center
https://www.sbdcnet.org/small-business-information-center/business-plan


Remember, you can also receive free professional business advice and free or low-cost
business training from your local Small Business Development Center!

https://www.sbdcnet.org/find-your-local-sbdc-office

